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Abstract:

The main question we address here is how multiple terminals can publicly agree on a secret key for
encryption when they can control and observe privately some correlated random events in the
physical environment. We generalize the broadcast-type channel model considered by Csiszar and
Narayan to a general multi-terminal network with possibly continuous ouput and input subject to
inequality constraints on certain sample averages such as the usual average power constraint.
Single-letter upper bounds on the secrecy capacity are derived using the Shearer-type Lemma. Lower
bounds are obtained from a new cooperation scheme called the mixed source emulation, which can
be viewed as a mixed strategy in a zero-sum game.

Writeup: http://web.mit.edu/chungc/Public/MS.pdf
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